AMENDMENTS TO CLAIMS 



Please cancel claims 1-9, 

Please add the following claims 10-34. 

10. (New) A fault tolerant switch comprising: 

a) a plurality of i/o cards, each having at least one port and an i/o local 
processor that detects errors and sends error messages; 

b) at least one primary switch board and one redundant switch board for 
providing switched connections between the ports, each having a switch 
board local processor that detects errors on the switch board and sends 
error messages; 

c) at least one control module having a microprocessor that receives the 
error messages, wherein upon the receipt of an error message indicating a 
failure in one of the primary switch boards, the control module instructs 
every i/ o card to discontinue use of the defective primary switch board in 
favor of the redundant switch board. 

11. (New) The switch of claim 10, wherein each i/o card is linked to the redundant 
switch board through a multiplexed redundant path using a crosspoint chip. 

12. (New) The switch of claim 11, wherein the instruction to discontinue use of the 
defective switch board is received by the i/o local processor in each i/ o card, 
which redirects data to the redimdant switch board by managing the crosspoint 
chip. 

13. (New) The switch of claim 12, wherein data paths to the defective primary switch 
board are throttled back and the redundant switch board is set up with a 
configuration matching the defective primary switch board before the data is 
redirected to the redundant switch board. 

14. (New) The switch of claim 10, wherein the errors detected by the local processors 
are data communication errors. 

15. (New) The switch of claim 13, wherein the data communication errors are CRC 
errors on actual data. 
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16. (New) A fault tolerant switch comprising: 

a) a^plurality of i/o cards, each having at least one port and an i/o local 
processor; 

b) a plurality of switch boards having a switch board local processor, the 
switch boards providing switched connections between the ports; 

c) a data pathway between the i/o cards and the switch boards for 
transmitting data between the ports and the switch boards; 

d) at least one control module for monitoring the switch; and 

e) a control pathway connecting each i/o card and each switch board to 
every control module; 

wherein the i/ o local processor and the switch board local processors send error 
messages to the control module over the control pathway without interfering 
with the data pathway. 

17. (New) The switch of claim 16, wherein the control module has a hub 
arrangement for the purpose of establishing the control pathway. 

18. (New) The switch of claim 17, wherein the control pathway uses a protocol 
chosen from the set including Ethernet protocol. Fibre Channel protocol and the 
IEEE 1394 FireWire protocol. 

19. (New) The switch of claim 16, wherein the control pathway is a private network. 

20. (New) The switch of claim 16, wherein each i/ o card and each switch board has 
two interfaces to the control pathway. 

21. (New) A fault tolerant switch comprising: 

a) an i / o card having at least one port; 

b) a switch board for providing switched connections between the ports; 

c) two data pathways between the i/o card and the switch board for 
transmitting data; 

d) a local processor that detects errors based on communications between the 
i/ o card and the switch board wherein upon the detection of an error 
indicating a failure in one of the data pathways causes the i/ o card to 
discontinue the failed pathway and to use only the non-failed pathway. 

22. (New) The switch of claim 21, further comprising a plurality of additional switch 
cards, wherein the i/o card is connected to each switch card through two data 
pathways and wherein the failure of a single data pathway causes the i/ o card to 
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cease transmission on the failed pathway in favor of transmitting data on any of 
the other data pathways. 

23. (New) The switch of claim 21, further comprising 

e) a control module that receives error messages sent by the local processor 
upon the detection of an error, whereupon the control module determines 
when a data pathway has failed and instructs the i/ o card to discontinue 
use of the failed pathway. 

24. (New) The switch of claim 23, wherein the local processor is on one of the i/ o 
card and the switch board. 

25. (New) The switch of claim 23, wherein the local processor is on the i / o card, and 
a second local processor for detecting errors and sending error messages based 
on communications between the i/o card and the switch board is located on the 
switch board. 

26. (New) The switch of claim 21, wherein the local processor is on the i/ o card, and 
a second local processor for detecting errors indicating a failure in one of the data 
pathways is located on the switch board. 

27. (New) A fault tolerant switch comprising: 

a) a plurality of i / o cards, each having at least one port; 

b) at least one primary switch board and one redundant switch board for 
providing switched connections between the ports; 

c) a local processor that detects errors foxmd in an actual data transmission 
over one of the primary switch board without requiring the sending of test 
data over the primary switch boards; 

d) a control module that, upon the receipt of an error message from the local 
processor indicating a failure in one of the primary switch boards, the 
control module instructs every i/o card to discontinue use of the failed 
switch board in favor of the redimdant switch board. 

28. (New) The switch of claim 27, wherein the local processor detects a CRC error. 

29. (New) A fault tolerant switch comprising: 

a) a plurality of i / o cards, each having at least one port; 

b) at least one primary switch board and one redundant switch board for 
providing switched connections between the ports, 

c) at least two data pathways between each i/ o card and each switch board 
for transmitting data between the ports and the switch boards; 



d) a plurality of local processors that detect errors found in an actual data 
transmission over one of the primary switch boards without requiring the 
sending of test data over the primary switch boards, the local processors 
being found on at least one of the i/o cards and the switch boards; 

e) at least one control module that monitors the switch; and 

f) a control pathway connecting each i/o card and each switch board to the 
control module, the control pathway sending error messages from the 
local processors to the control module indicating a failure in one of the 
primary switch boards, whereupon the control module responds by 
sending a command over the control pathway to every i/ o card to 
discontinue use of the failed switch board in favor of the redimdant 
switch board. 

30. (New) A method for responding to an error within a data switch comprising: 

a) monitoring data being transmitted from an i/o card through a data 
pathway and across a primary switch board to detect errors originating at 
the primary switch board; 

b) sending an error message to a control board over a control pathway 
separate from the data pathway; 

c) responding to the error message by sending a command over the control 
pathway to the i/o card instructing the i/o card to discontinue use of the 
primary switch board; 

d) responding to the command at the i/ o card by redirecting the data from 
the primary switch board to a redundant switch board. 

31. (New) A method for responding to an error within a data switch comprising: 

a) monitoring actual data being transmitted from a first i/ o card across a 
primary switch board to detect errors originating at the primary switch 
board without sending test data across the primary switch board; 

b) upon the detection of an error, sending a command to multiple i/o cards 
to discontinue use of the primary switch board; 

c) responding to the command at the i / o cards by redirecting the actual data 
from the primary switch board to a redimdant switch board. 

32. (New) A method for responding to an error within a data switch comprising: 

a) monitoring actual data being transmitted from an i/o card through a data 
pathway and across a primary switch board to detect errors originating at 



the primary switch board without sending test data across the primary 
switch board; 

b) sending an error message to a control board over a control pathway 
separate from the data pathway; 

c) responding to the error message by sending a command over the control 
pathway to the i/o card to discontinue use of the primary switch board; 

d) responding to the command at the i/o card by redirecting the actual data 
from the primary switch board to a redimdant switch board. 

33. (New) The method of claim 32, wherein all data sent across the primary switch 
board is monitored for errors that can trigger an error message. 

34. (New) A method for upgrading software in a switch having local processors in 
module cards found within the switch, the method comprising: 

a) storing an image of current system software modules that are being 
executed in non-volatile memory; 

b) storing a backup copy of each software module in case of fault in the 
current image; 

c) creating a momentary pause in local processor activity; and 

d) overlaying new software modules over the existing modules. 
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